The Zero-Trust approach secures
unmanaged devices in a nation-wide
fertilizer supply chain

Anon Fertilizer
Anon Fertilizer and Chemical Ltd.
is one of the largest Urea
producers in the country and
holds almost 13% share of the
total Urea produced in the
country. With its network spread
in ten (10) Indian states, Anon
reaches out to the farmers
through its nineteen (19) regional
oﬃces, 2800 dealers, and more
than 50,000 retailers. Apart from
catering to the needs of the
north, east, central, and western
Indian farmers, Anon is a leading
fertilizer supplier in Rajasthan,
Madhya Pradesh, Punjab, and
Haryana.

Providing quick and
secure remote access
to a nation-wide supply
chain with a mix of
unmanaged devices to
the business critical IT
resource was a big
challenge.

Managing the nationwide
supply chain

Securing the third party
vendors

Anon has three (3) state-of-the-art nitrogenous
fertilizer plants in the Rajasthan district of Kota.
Government-subsidized fertilizer bags are
dispatched across the country, especially to
northern and eastern parts, from Kota

A leading VPN solution provider was used to
secure the managed devices, but it was of little
use for these conglomerations of various devices
running over diverse platforms catering to various
business postures over Public IP Addresses.

As the government-subsidized fertilizer bags
crisscross the nation in railways and road
transport, they are subjected to stringent
monitoring and metering throughout the process.
Therefore, Anon implemented a multi-cloud SAPERP module to manage their supply network,
inventories, and to ensure seamless transactions.

These unmanaged devices used Public IP
Addresses to access the SAP server. The challenge
was to provide secure access to third-party
vendors using their unmanaged devices.

While SAP-ERP implementation solved the
managing part of the paradigm, securing the
network proved to be a diﬀerent ballgame.

Securing the nationwide
supply chain
With a supply chain network reaching the grassroots
level of the country, Anon had a mix of managed and
un-managed devices – later in large numbers. A
major part of their IT-enabled supply chain was
exposed to public access which proved to be a
hotspot for potential cyber-attacks or security
breaches leading to leakage of sensitive Government
information and conﬁdential data. The VPN
protection could be extended to all the endpoints, in
the supply chain. However, most of the unmanaged
devices were owned by small and marginal,
distributors and retailers. Installing, conﬁguring, and
maintaining the VPN solution over these unmanaged
endpoints posed a lot of technical diﬃculties.

The “unmanaged” enigma
The third-party distributors and resellers represented
the lion's share of unmanaged devices across the
network. Scattered across the Indian peninsula, the
access policy conﬁguration for these unmanaged
devices was a nightmare.

www.instasafe.com

Deploying VPNs across the devices did nothing to
reduce the exposure of the sensitive surface. The
network was exposed through the Public IP
Address. The application control could only be
achieved by tedious conﬁgurations. Conﬁguring
the VPNs over unmanaged devices scattered
through the rural regions of the country did not
help much.

The InstaSafe Solution
Anon was evaluating multiple solutions
apart from InstaSafe’s Zero Trust
Network Access (ZTA). After a thorough
Proof of Concept (POC), they decided to
Here is how InstaSafe solved the
enigma.

Points to Ponder
The VPN could only help with internal
workforces.
Any cyber-security solution co-existing with
the VPN deployment led to complexities.
Scalability and quick turnaround in case of
emergencies were always questionable.
A large part of the network was public,
which exposed the network to uninvited
intruders and increased the surface area
for cyber-attacks.
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Initial installation – a breeze
The ZTA solution was deployed through the network gateway.
Seamless integration with no hardware complexities, physical
implementations, and technical installations, Anon could easily
onboard new distributors by conﬁguring their device within a
few hours and allowing authorized least privileged application
access.

Application access without
network access
Providing application access without providing network access
was the most important strategic and tactical advantage that
Anon reaped. Secure third-party access to unmanaged devices
across the nationwide supply chain now became a reality. This
eﬀectively minimized the exposed attack surface signiﬁcantly.

Instant InstaSafe beneﬁts
ZTA proved to be a single trusted platform to
encapsulate the Anon Fertilizer’s entire supply
chain network.
The user is now bound to a single device. Hence
only authorized users are allowed to access the
applications from an authorized device – one
device per user.
Driven by business need Based least privilege
application access, only requested applications
are accessible. The rest of the network is now
out of bounds.
Highly scalable ZTA enabled Anon to hide the SAP
server from the public network. This enabled
Anon to give secure third-party access to the
unmanaged devices of the third-party vendors’
without compromising the supply chain. With a
constant churn in the retailers and vendors, the
chain is always in a state of ﬂux. ZTA rose to the
challenge and catered to the dynamism by
helping shoulder the Anon’s IT dept through
every step of the journey.

InstaSafe Icing – the total
business enabler
Once the initial deployment was done, InstaSafe went out on an
arm to help roll out the secure access to the third-party vendors
in the supply chain.
While the complete rollout is usually a customer’s liability, all the
onboarded users were going to be third-party vendors, Anon
expected InstaSafe to install and conﬁgure the unmanaged
devices. Since SAP ERP was not a web-based application, so the
ZTA’s installation on the 3rd party devices had to be done
through an agent.

Reaching the grassroots
With 200+ distributors empowering Anon’s nationwide network,
most of them belonged to the rural heartland, with low technical
know-how. The deployment and support teams went out on an
arm to work day and night to onboard each of the distributors,
with clockwork precision. Augmented by a well-oiled automation
setup and a seasoned leadership team, the complete roll-out
was impeccable.

To Conclude
With ZTA securing its internal and external boundaries,
Anon is free to focus on empowering grassroots-level
members to build a bright future. Exceptional support
that resulted in smooth onboarding ensured that ZTA
was the best business enabler for Anon. By hiding the
SAP server completely from the public Internet,
InstaSafe ensured minimal attack exposure and better
security posture. This is also how ZTA contributes in its
way to nation-building.

About InstaSafe
InstaSafe - Trusted cybersecurity provider that oﬀers innovative security solutions and technology backed by crowdsourced
vulnerability discovery to protect and keep organizations and businesses safe.
InstaSafe's mission is to secure enterprises from the misuse of excessive trust and privilege access. We empower organizations across to globe in
preparing their security infrastructure for digital transformation in a cloud-dominated world. Recognised by Gartner as one of the top representative
vendors providing Zero Trust Security, InstaSafe Secure Access and InstaSafe Zero Trust Application Access follow the vision that trust can never be an
entitlement, to oﬀer securely enhanced and rapid access of enterprise applications to users situated anywhere across the globe. We secure 500,000
endpoints for more than 150 customers, spread across 5 continents, with our 100% cloud-delivered solutions, ensuring that our oﬀerings are in line with
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