
DTDC is one of India’s largest logistics companies. Started in 1990, DTDC handles an 
average of 12 million shipments today, with a presence across more than 240 locations 
in China, UK, USA, the Middle East, and South East Asia

DTDC replaces Fortinet with its Zero Trust 
Security Solution, for its ERP application 
access and in its warehouses across India.
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About DTDC

DTDC is one of India’s largest logistics companies. 
Started in 1990, DTDC handles an average of 12 million 
shipments today, with a presence across more than 
240 locations in China, UK, USA, the Middle East, and 
South East Asia. DTDC has a large workforce of more 
than 35,000 people, and with its branches spread 
across 500 districts, it has established itself as one of 
India’s foremost logistics companies
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The Challenge

DTDC was reliant on a legacy VPN setup, and had been 
facing issues in terms of scalability. As a legacy 
solution, scaling up Fortinet’s capabilities involved 
license renewal costs, and maintenance costs for 
addition of new servers that would accommodate the 
increase in workforce. 

DTDC’s distributed operations meant that they had to 
ensure access from multiple warehouses scattered 
across the country, and each of these endpoints 
accessed multiple applications, which included their 
centralised ERP based apps, which were hosted from 
their DC in Bengaluru, India. These warehouses, or 
endpoints, had a Linux based presence, which meant 
that any security solution being deployed would be 
extending secure application access to distributed 
users while having support for securing Linux based 
web apps. 

The Solution: Shifting to Boundless 
Security with InstaSafe

Instant Benefits with InstaSafe

Server Blackening, which is a Zero Trust concept 
leveraged by InstaSafe, was used to conceal and 
secure exposed Linux Server, hence securing it 
from any breach attempts

Centralized Access Management to Web based 
apps and ERP Apps across all warehouses were 
managed from a single, Easy to Use Dashboard. 
Web based management and centralised 
dashboard helped DTDC manage business 
effectively with ease, simplifying the IT operations 
and bringing daily issue calls of remote 
connectivity down by more than 200%.

DTDC assessed multiple security solutions before 
finally adopting InstaSafe for connecting their 
warehouses securely to centralized apps as well as 
other web apps. A primary reason for the adoption of 
InstaSafe was the heightened security posture, as well 
as the scalability of the solution, which could be 
deployed and extended to large workforces across 
diverse geographies in days, without any additional 
maintenance costs, and with minor deployment and 
scale up costs. InstaSafe helped DTDC to go live 
instantly at their new branches with a flexibility to 
increase/decrease branches and users. 

DTDC derived flexibility of scaling up/down as per 
business needs using InstaSafe. Being a cloud 
based SaaS deployment, the volume of 
transaction was not a concern anymore, which 
had been the case with hardware based Fortinet 
solutions

In addition to new branches going live in minutes, 
InstaSafe helped with a redundant and managed 
network thus allowing DTDC to focus on their core 
business.
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Why Zero Trust Network Access?

ZTA – a partner in your business

Here is how InstaSafe solved the enigma.

Quick and easy installation without any 
business disruption – this applied to the 
applications housed both in AWS and On-
premise (Data Centre).

InstaSafe Secure Access dissolved all the 
operational complexities of multiple 
domains. A single management console unified 
multiple domains and provided single-point 
access to all the end-users. Accessing the SAP 
application in AWS and application hosted on-
premise through a single ISA agent provided 
unparalleled operational flexibility.

Switching between the applications was not 
a breeze.

Strict device-binding and system checks are 
now in place. This helps build accountability 
and ensure optimal cybersecurity of the 
organizational IT assets.

ZTNA ensured that access to the applications 
and IT resources are now tightly coupled with 
the business roles. This ensured 
standardization of access policies and the 
significant reduction in the turn-around time 
for the IT helpdesk.

Granular role-based access policies helped 
define standard templates for the Third-party 
agents – consultants. This helped improve the 
security posture of the organization.

Going beyond the call of duty, the ZTA did not just help 
initially to set up the solution, but we decided to be a 
cynosure for DTDC’s IT department. Continuous 
engagement with the organization, help lay the 
groundwork for a long-term relationship.
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About InstaSafe

InstaSafe - Trusted cybersecurity provider that offers innovative security solutions and technology backed by crowdsourced vulnerability 
discovery to protect and keep organizations and businesses safe.

InstaSafe's mission is to secure enterprises from the misuse of excessive trust and privilege access. We empower organizations across to 
globe in preparing their security infrastructure for digital transformation in a cloud-dominated world. Recognised by Gartner as one of the 
top representative vendors providing Zero Trust Security, InstaSafe Secure Access and InstaSafe Zero Trust Application Access follow the 
vision that trust can never be an entitlement, to offer securely enhanced and rapid access of enterprise applications to users situated 
anywhere across the globe. We secure 500,000 endpoints for more than 150 customers, spread across 5 continents, with our 100% cloud-
delivered solutions, ensuring that our offerings are in line with our mission of being Cloud, Secure, and Instant.

Let’s talk more about how InstaSafe  can empower your remote workforce through transformational and seamless security.
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